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The Harefield Academy 

Section 1 

Overview of Business Continuity Planning 
 

 
Author: SLT 
Document Owner: Headteacher 
Version Number: 3  
Next Review: January 2021 
 
1. General Introduction 
2. Purpose and scope of this document 
3. Overview of Actions 
4. Support available for schools  
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1. General Introduction 
 

In accordance with The Academies Financial Handbook September 2018, Academies: 

 

• Should have arrangements for managing and tracking opportunities and risks 

• Should make a considered choice about its desired risk profile 

• Must assess the risks arising from its operations 

• Should maintain a register of these risks 

• Must have a Business Continuity Plan (BCP) 

 

Handling crises is not a normal part of school life. Some incidents, however, are of a more critical and 
overwhelming nature in which staff, students and parents may experience acute, even prolonged distress. 

 

A critical incident is an event or events outside the range of normal human experience, of significant 
personal distress to a level which potentially overwhelms normal responses, procedures, and coping 
strategies and which is likely to have emotional and organisational consequences. A list of possible critical 
incidents may include: 
 

• Death, terminal illness, or a life-threatening condition Involvement in an accident 
• An incident at school such as fire or attack 
• Loss in a student's family 
• Witnessing violence or war 

 

All the above and more are covered in the generic threat areas for The Academy of: 
 

• Loss of Site Response Plan 
• Significant Loss of Staff Response Plan Loss of IT/Loss of Phones Response Plan 
• Significant Incident On or Off Site Response Plan Health Incident Response Plan 

 

Important factors to be aware of include: 
 

• The suddenness of the occurrence  
• The shock effect 
• The apparent uniqueness of the occurrence 
• The need for any support to be available very rapidly  
• The publicity and attention which sometimes follow 
• The need to communicate with a number of people quickly 
• The need for support for those directly affected, and for the large number who might be 

indirectly affected (students, teachers and parents). 
 

This Business Continuity Plan offers guidance on: 
 

- Immediate action by The Academy. 
- Action within hours/days/weeks of the incident. 
- Timing priority of actions taken. 

 

When schools face a critical incident, research suggests that they cope best when they have clear 
procedures and know how to use support networks. Staff need to be as fully prepared as possible before 
any such incident occurs. 
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2. Purpose and Scope of this document 
 
The purpose of this document is to define an incident response structure required in the event of an 
incident occurring at The Academy and it therefore outlines the key roles and responsibilities in responding 
to and recovering from an incident. 
 

The Business Continuity Standard BS 25999 states: 

 

"In any incident situation there should be a simple and quickly-formed structure that will enable the 
organisation to: 
 

- Confirm the nature and extent of the incident 
- Take control of the situation 
- Contain the incident 
- Communicate with stakeholders." 
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3. Overview of Actions 
 

Immediate Action 

 

The following action should be taken immediately after a critical incident. 

 

A. Gather information 

Collect as much information as possible about the incident. This should include: 
 

• What happened 

• Where and when the incident took place  
• Whether there is still a continuing danger 

• If the incident happened off-site, what help is required from The Academy  
• The numbers and names of those injured and the extent of their injuries 

• The current location of those injured and the name and contact number of an adult present 

• The location of children who were involved but not injured plus the name and contact number of an 
adult present 

• The name and contact number of an adult at the incident site (if off-site). 
 

B. Assess continuing risk 

• Is it likely that further injuries or damage may occur? 

• If there is a continuing risk, the first priority must be to safeguard the welfare of the children, staff 
and visitors. 

• Contact the appropriate emergency services. 

• Ensure that any immediate action to protect people or property does not give rise to further risk. 

 

C. Incident escalation process and invocation of the Business Continuity Plan  
It is better to over-react to serious incidents and then stand down members of staff than to under-react.  
The agreed escalation and invocation framework to be adopted and understood by all is set out below. 
 

D. Escalation and Invocation 

Member of staff at The Academy to notify the Headteacher or Deputy Headteacher 

The Headteacher takes the decision to invoke BCP and to inform SLT where required. 
 

E. Brief the Incident Management Team  
The Incident Management Team is made up of the members listed below although additional members may 
be needed when the incident involves a particular group in The Academy.  
The team must react as soon as possible to the incident and decide upon the resources needed to deal with 
an event as it occurs (ideally to prevent it becoming a crisis). 
 

The Incident Management Team: 
 

• Provides strategic direction, especially at a local level holds ultimate responsibility 

• Represents the public face of The Academy 

• Assumes responsibility for co-ordinating incident management 

• Provides direction/support as required to staff and students and outside agencies to effectively 
manage the incident at an operational level 
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The table below shows the members of the Incident Management Team: 
 

 

 

 

Incident Management Team meeting rooms 

 First choice Second choice (offsite option) 

Nominated meeting room Headteacher’s office Home location of Tash  Hurtado, 
Headteacher 
23 Three Valleys Way 
WD23 2FF 

Capacity Approximately 15 people Approximately 15 people 

Computer equipment held in room Yes Yes 

ICT Network points in room Yes Yes 

Other specialist equipment held if 
necessary (e.g. digital TV and radio, 
fax 

Screen, phone and 
broadband 

Screen, phone and broadband 

 
Contact appropriate agencies 
In all circumstances, The Chair of the Trust Board must be informed. 
Where it is necessary to inform the media, the Headteacher will liaise with Hillingdon LA media team. 
 
Action within Hours 
This section details action to take within the first few hours after an incident: 
 

F. Contact the families of those involved 
The Academy maintains an up-to-date list of emergency contacts for children and staff, and ensures it has an 
effective procedure for knowing who is on site. 
  
In the event of serious injury or death, the police will be involved and are likely to take responsibility for 
informing relatives in person. However, it may be helpful for them to be accompanied by a member of staff. 
In other circumstances, contacting the families of those involved will be done quickly and sensitively by The 
Academy. If the contact person cannot be reached by telephone, a brief message will be left asking them to 
telephone a particular number.  
Any contact with the media will be through the Headteacher only. 
 

G. Telephone communication to and from school  
When the news of an incident reaches the community, a large number of people will want to contact The 
Academy for details. This could jam the main telephone line, making it difficult for outside calls to be made 
and for others to get through. Therefore, a dedicated direct line number will be posted on The Academy 
website. 

 
Callers phoning the usual school line will be given a factual statement and reassurance that action is being 
taken to manage the situation.   
 

  

Name Role 

Tash Hurtado Headteacher 

Fiona Carey Deputy Headteacher 

Helen Timmins Deputy Headteacher 

Paula Monaghan Assistant Headteacher  

Natalie King Assistant Headteacher 
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H.  Inform school staff  
Staff will be provided with the factual details of the incident so that they can feel confident when handling 
questions and issues. This information will be updated. Staff should refer enquiries to the Incident 
Management Team when in doubt. 
 

I.  Inform students  
The Headteacher will decide how to inform students, whether it is better to talk to large groups, small 
groups or individuals. 
 

J. Handling the media 

The Headteacher will handle communications with the media. 
 

Action as soon as possible 

 

The Academy will take the following action as soon as possible after an incident. 

 

K.  Arrange debriefing for staff and students involved in the incident  
The nature of debriefing sessions will depend on the incident. Consideration of a different process will be 
made for: 
 

• Casualties 
• Witnesses 
• The wider community 
• Whether separate briefings might prevent the incident from escalating 
• The differing needs of children of various ages and at different stages of development whether all 

parties need to know all the facts, thereby exposing everyone to the same levels of stress. 
• The closeness of individuals to the incident 
• Whether there is good reason to respect the confidentiality of someone involved. 

 
L. Inform the wider community 

The Headteacher will decide if it is helpful to contact neighbouring schools and relevant external agencies. 
 

M. Identify any inappropriate content of The Academy curriculum  
Students who have recently been traumatised are especially sensitive to reminders. Literature, assemblies 
and episodes in history all provide sources of likely triggers. 
 

N. Feelings and reactions of staff 

The Academy will address ways of providing support, which may involve outside agencies. 
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4. Support Available to Schools 

 

Schools facing a major incident will invariably galvanise the resources of their community — teachers, 
Trustees, and parents, other agencies — to support each other through the difficulties. In some 
circumstances schools will need extra help to provide emotional support, debriefing and counselling from 
external agencies (e.g. health trusts or religious organisations). The Headteacher will manage any such 
external support offered. 
 
Managing Trauma  
The management of a major incident can result in a great deal of stress for those involved. It is therefore 
important to: 

• Acknowledge the emotional state of staff and students and allow time and space when needed. 
• Acknowledge that some staff may not wish to or be able to be directly involved in supporting 

students.  
• Be aware that the burden of support may fall disproportionately on a small number of staff. 
• Acknowledge that the incident may act as a trigger to students who are emotionally vulnerable, even if 

they are not directly involved. This may result in difficulties in behaviour and relationships.  
• Be sensitive to the effects on staff or students’ concentration and performance.  
• Be sensitive to the effect on home and social life for families and peers. 
• Providing opportunities to talk through or otherwise express personal reactions whilst 

attempting to ensure continuity and normality, staff should: 
• Encourage students to talk about their feelings and be prepared to listen to them.  
• Be alert to the signals which show that the students are still working through what has happened. 
• Realise that some students may require short-term counselling by appropriately trained and 

supported staff, possibly outside the normal timetable.  
• Offer support to students from outside professionals who can debrief them and help them 

understand their reactions and develop coping strategies. Parental permission should be sought in 
this instance. 

 

Staff closely associated with the students involved will themselves be offered opportunities for debriefing 
and counselling. There will possibly be delayed reactions of those actively involved in responding to a critical 
incident. Staff who are coordinating The Academy's response may also need support and relief periods.  
 

Continuing or quickly re-establishing normal routines  
Every attempt will be made to provide as much continuity as possible for students. Preservation of the 
normal school day so that students are unsettled as little as possible. 
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The Harefield Academy 

Section 2 
 

KEY CONTACT INFORMATION 
 

Internal: 

 

Name and Role Mobile No Work Extension 

Tash Hurtado, Headteacher 07837851001 7851 

Fiona Carey, Deputy Headteacher 07949491396 7961 

Helen Timmins, Deputy Headteacher 07971255162 7917 

Paula Monaghan, Assistant Headteacher Inclusion 07922996926 7918 

Natalie King, Assistant Headteacher 07912 683307 7878 

Jared Martin, IT Manager  07974298340 7943  

 

External: 
 
Organisation  Name Title Contact number 

Board of Trustees Alexandra Smith Chair of the Trust 
Board 

07768 116476 

Local Media 
(Headteacher only to 
contact) 

Herts Mercury 96.6 
BBC Radio London 
London Heart 106.2 
Local Gazette, Alex 
Ballinger 
Get West London: 
Andy Worden  
 
 
Christopher Ballenger 
BBC Local Democracy 
reporters Hillingdon 
Martin Every 

 
 
 
 
 
 
Editor 
 
 
Content Editor 

01923 205470 
0207 224 2424 
0207 468 1062 
07919 564986 
alexander.ballinger@trinitymirror.com 
 
01483 508700 – Main Switchboard 
01737 305580 
andy.worden@reachplc.com 
01737 305566 
Christopher.ballinger@reachpic.com 
 
 
07817 672544 
Martin.elvery@reachplc.com 

Fire Brigade   Dial 999 in an emergency 

Hospitals Watford General, 
Vicarage Rd, Watford, 
WD18 0HB 

 01923 826111 

 Hillingdon Hospital 
Pield Heath Road 
Uxbridge, UB8 3NN 

 01895 238282 

 Mount Vernon 
Hospital-Walk in 
Centre-Minor Injuries 
8-8pm 
Rickmansworth Rd, 
Northwood HA6 2RN 

  

Local Police PC Simon Gaster 
 
 

Safer Schools 
Officer 

07767 647737 
simon.gaster@met.pnn.police.uk 
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St Mary’s Church Hall   01895 825960 
office@stmarys-harefield.org.uk 

Harefield Hospital 
Concert Hall 

  01895 823737 

 
Key Contractors (for support or to advise that The Academy is shut) 
 
Organisation  Name Title Contact number 

Caterers - Cucina Sally Mitchell 
 
 
Stuart Lenton 

Area Manager – will 
call out THA Cucina 
team 
MD 

0845 389 1320 (office) 
sally.mitchell@impactfood.co.uk 

ICT Jared Martin  THA ICT Manager 07974 298340/THA ext. 7943 
01248 675800 (Colwyn Technologies) 
Helpdesk@colwyn.tech 
07866 613683 – Suhayl Tariq 
suhayl.tariq@colwyn.tech 
07595 565 770 – Colin Fear 
colin.fear@colwyn.tech 

Telephones Technical support 
term THA – Voice 
on Data handle 
phones 

 0845 4667711 

Cleaners  Amit Tailor THA Site and 
Grounds Supervisor 

01895 827891 
Amit.taylor@theharefieldacademy.org 

Security at THA Trevor Chidgey THA Site Manager 01895 827973  

THA Site Team  Trevor Chidgey THA Site Manager 01895 827973 

To build porta cabin 
city 

Trevor Chidgey THA Site Manager 01895 827973 

Electrical work   Emergency 08000 727282 

Gas   Emergency 08000 111999 

Electricity   Emergency 08000 111999 

Water and Sewage 
emergency 

Affinity Water Leaks only 0845 782 333  

Lettings Contact point Lettings Area 
Manager 
Lisa Berryman 

 
Schools Plus 

 
07985 412311 

LBH Emergency   Planning Officer 
Property 
maintenance 

01895 556955/01895 250111 
01895 250903/01895250111 

Environment Agency  Incident hotline 24 
hour service 

0800 807060 
www.gov.uk/report-an-
environmental-incident 

HSE  Health & Safety 
Executive 
 
Duty Officer 

0345 300 9923 – all incidents 
www.hse.gov.uk/riddor/report.htm 
(Mon-Fri 8.30-5pm) 
0151 922 9235 for death and serious 
incidents 
0300 003 1747 – for guidance 

Children and Family 
Service 

Hillingdon 
Children’s Services 

Duty Assessment 
Team 
Out of hours 
emergency duty 

01895 556633 – 9-5pm 
 
01895 250111  
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team 

  Hertfordshire 0300 123 4043 

LADO Hillingdon 
Education 

Rob Wratten  
 
 
 
Safeguarding Hub 
MASH 

01895 250975 
rwratten@hillingdon.gov.uk 
4E/09 Civic Centre, Uxbridge, 
UB8 1UW 
01895 556633 
 

Trauma/Counselling 
Agencies 

 Victim support 
Hillingdon 
Samaritans 

01895 253355 

THA Safeguarding 
Lead 

Ria Booker 
Fiona Carey 

 07450 225997 
07949 491396  

 
Coach Companies: 
 

Reynolds Diplomat Transport Yard, St 
Albans Road, 
Watford WD25 
0GB 

 01923 279991 
Fax: 01923 690800 
Out of hours: 07545 502186 
info@mullanyscoaches.com 

Hearns Coaches 801 Kenton Lane, 
Harrow Weald, 
HA3 6AH 

 0208 954 5444 

Met Coaches 1A Greycaine Rd, 
Watford, WD24 
7GP 

 info@metcoaches.co.uk 

New Bharat 1A Prior Way, 
Southall, UB2 5EB 

Opening hours 
Mon-Fri 7.30-5pm 
Sat/Sun 7.30-4pm 
Out of hours 

020 8574 6817 
020 8574 2768 
020 8813 9555 
07831 571113 

Mini Bus  Hired Mini Bus  
Arval Driver support 

 
0870 600 4499 

Mini Bus broken 
windscreen/puncture/s
tolen or vandalised 

 Arval Driver support 
Castle Mini Buses 

0870 600 4499 
01869 253744 

 
Disaster Recovery: 
 

Insurance (Zurich) Policy 
Number KSC 242095 
3093 

1 September 2018 to 31 
August 2019 

Risk and Insurance 
Consultant 

0117 934 2116 Helpline 
0117 934 2121 
Counselling helpline 

Department of 
Education Risk 
Protection Membership 

Membership No 135004 
The Harefield Academy 

Questions on cover 
provided 
Urgent Incident 
notifications 

0113 246 2040 
 
0117 9769361 
RPadvice@willis.com 
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The Harefield Academy 

Section 3 
 

THREAT RESPONSE PLANS 
 
CONTENTS: 
 

 

There are 5 major threats as follows: 
 

3.1  Threat response plan for loss of site 

3.2  Threat response plan for significant loss of staff 

3.3  Threat response plan for loss of IT/loss of phones  
3.4  Threat response plan for health incident  
3.5.  Threat response plan for significant incident on or off site 

i) Fire 
ii) Terrorist incident/violent intruder/Firearm or weapon 
iii) Critical incident involving transport 
iv) Student/staff fatality  
v) Critical incidents relating to school trips 

   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



14 

 

3.1 Loss of Site (Partial or Full Loss) 
 

Owner: HUT Deputy Owner/Plan Maintainer: CHT  

Risk Description Potential Triggers of the Risk Current Mitigation 

Loss of site (partial or full loss) Fire, explosion, terrorism, adverse weather, power 
cut/utilities failure, incident in local area affecting 
access to the site, flooding, transportation incident 
shutting down the area, arson/sabotage, and 
security failures cause fire, losses/damage or 
property. 

Examples: 

• Fire risk assessment/Fire and Safety Evacuation 
drills/Fire training 

• H&S Policy and H&S Committee (the latter 
meet termly) 

• Regular checks of fire alarms/security 
alarms/extinguishers 

• Electricity checked – PAT testing 

• Gas appliances checked (main boilers and 
cookers) 

• Regular check on emergency lighting (PEL) 

• Maintenance contracts in place (building 
maintenance, water) 

• Site is staffed 7am-5pm by THA site staff –
followed by the Lets team under Schools Plus 
until 10pm 

• Weekends when there are Lets 

• Automatic smoke detectors 

• Chemical store lists with Local Fire Brigade, 
online and in the Science Tech room 

• Register of all H&S training 

• Site Manager  

• Supply of rock salt for very cold weather 
conditions 

• Accident reporting robust and systematic  
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3.1 (out of hours) Response Plan: 
 
 Action Timing/Priority Responsible Tick when 

complete 
 Actions required in the event of the incident occurring out of hours    

1 Fire alarm – Fire Brigade would be notified via CHT/TAA out of hours desk via fire alarm procedures High CHT  
2 Security alarm – Security Company (Access & Lock) would contact CHT/TAA High CHT  

3 CHT/TAA would contact emergency services High CHT  

4 Judgement to be made whether Site Manager needs to attend the site. High CHT  

5 Headteacher to decide based on assessment whether the Incident Management Team  needs to 
attend the site 

High HUT  

6 If necessary Headteacher to co-ordinate early morning meeting to agree strategy with appropriate 
personnel. 

High HUT  

7 Inform Chair of the Trust Board about the incident and decisions taken, e.g. to invoke the Business 
Continuity Plan 

High HUT  

8 Headteacher will start the procedure for the following to be implements: 
• Notification to all building users including staff and students to say The Academy will be shut 
• Remotely update website 
• Inform parents via In touch/text messaging system 
• Inform staff via email system (if available) 
• Change the voicemail message on the main reception 
• Site staff to put notices up on the gate re school closure 
• Staff to be contacted via the Line Manager structure phone chain 

High HUT  

9 Contact Insurance Company to advise of incident (probably the next day). Possible process: 
• Claims or Loss Adjuster to visit the site 
• Claims or Loss Adjuster to carry out an assessment and consider temporary accommodation 

solutions (if appropriate) 
• Temporary accommodation solution to be agreed between the Insurer and client 
• Insurer to contact relevant supplier and temporary accommodation to be put in place as per the 

supplier’s normal process 

Medium BHD  

10 Headteacher to deal with relevant media enquiries Medium HUT  

11 Reminder to staff on procedure for dealing with enquiries .e.g. from the media and parents Medium HUT  

12 Headteacher to provide regular updates to the Incident Management Team on ongoing basis as 
appropriate 

Medium CHT  

13 Consider if a local member of staff can access The Academy and operate the switchboard Medium HUT  

14 Consider longer term alternative accommodation (if required) Low HUT  
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3.1 (during the school day) Response Plan: 
 
 Action Timing/Priority Responsible Tick when 

complete 
 Actions required in the event of the incident occurring during the school day    

1 Alarm triggers evacuation (in line with fire drill/evacuation procedures) High HUT  

2 Headteacher to contact and liaise with emergency services High HUT  

3 Headteacher to identify nature and extend of incident High HUT  

4 If necessary Headteacher and Incident Management Team to co-ordinate meeting to agree strategy 
(agree meeting room – on or offsite) 

High HUT  

5 Inform Chair of the Trust Board about incident and decisions taken, e.g. to invoke the Business 
Continuity Plan 

High HUT  

6 Notification to all building users including staff and students to say The Academy will be shut 
• Remotely update website 
• Inform parents via In Touch system/text message system (if available) if not phone chain 
• Change the voicemail message on the main reception 
• Site staff to put notices up on the gate re school closure 
• Staff to be contacted via the Line Manager structure phone chain 

High HUT  

7 Decision made as to whether to send some or all students home Medium HUT  

8 Headteacher to deal with relevant media enquiries Medium HUT  

9 Reminder to staff on procedure for dealing with enquiries e.g. from media and parents Medium HUT  

10 Headteacher to provide regular updates to the Incident Management Team on ongoing basis as 
appropriate 

Medium HUT  

11 Contact Insurance Company: 
• Claims or Loss Adjuster to visit the site 
• Claims or Loss Adjuster to carry out an assessment and consider temporary accommodation 

solutions (if appropriate) 
• Temporary accommodation solution to be agreed between the Insurer and client 
• Insurer to contact relevant supplier and temporary accommodation to be put in place as per the 

supplier’s normal process 

Medium HUT/BHD  

12 Consider longer term alternative accommodation (if required) Low HUT  
13 Consider making school ICT facilities available in safe parts of the site for those students who do not 

have home access 
Low MAJ  

14 Consider delivering the curriculum in the short. 
Prioritise exam classes. 
Consider any modification of the curriculum in the short term. 

Low HUT/TIH  
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3.1 Loss of Site/staffing/damage to papers (for examinations) 
 

Owner: HUT Deputy Owner/Plan Maintainer: HOH/TIH  

Risk Description Potential Triggers of the Risk Current Mitigation 

Loss of site (partial or full loss or staffing), 
impacting on examinations 

Senior Exams Manager extended absence at key 
points in the exam process (cycle).  
SENCo extended absence at key points in the exam 
cycle.  
Teaching staff extended absence at key points in 
the exam cycle.  
Invigilators - lack of appropriately trained 
invigilators or invigilator absence.  
Exam rooms - lack of appropriate rooms or main 
venues unavailable at short notice.  
Failure of IT systems.  
Candidates unable to take examinations because of 
a crisis - Centre remains open.  
Centre unable to open as normal during the exams 
period.  
Disruption in the distribution of examination 
papers.  
Disruption to the transportation of completed 
examination scripts.  
Assessment evidence is not available to be marked.  
 Centre unable to distribute results as normal.  

• Other staff trained in where all information is 
stored for examinations. 

•  Invigilator requirements are planned for early 
with advertisements.  Always have surplus 
available to use.  Can use internal support staff. 

• Emergency rooms planned for using the Sports 
Hall and Multi use  

• Senior Exam Manager and ICT manager liaise 
with Examination boards  

• Offsite arrangements made at St Marys Church 
Hall and Harefield Hospital Concert Hall if the 
exams need to be relocated. 

• Special Consideration applications to be 
completed within two days to the appropriate 
awarding body 

• Completed Examination papers to be held 
securely on site and examination boards 
notified 

• JCQ special consideration guidance to be 
followed and damaged work retained securely 
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3.1 Loss of Site/staffing/damage to papers (for examinations) response plan 
 
 Action Timing/Priority Responsible Tick when 

complete 
1 Information of the loss to be shared with SLT High HOH/TIH  
2 Exams team to meet and plan for next steps High HOH/TIH  

3 TIH to brief SLT on next steps High TIH  

4 TIH to start the procedure for the following to be implemented: 
• Contact external locations if required and ensure for full exam set up based on JCQ 

regulations. 
• Contact relevant exam boards to allow for downloads of papers if required 
• Notification to all involved in next steps 
• Inform parents via in touch 
• Message on the website 
• Staff to be contacted through Line Management structure chain. 

 

High TIH/HOH  

5 Contact JCQ and exam boards subsequently within two days and put in special consideration 
requests 

Medium THG/HOH  

6 Headteacher to deal with relevant media enquiries Medium HUT  

7 Reminder to staff on procedure for dealing with enquiries .e.g. from the media and parents Medium HUT  

8 TIH to provide regular updates to the Incident Management Team on ongoing basis as 
appropriate 

Medium TIH  

9 Consider longer term alternative accommodation (if required) Low TIH/HOH  
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3.2 Significant Loss of Staff 
 

Owner: HUT Deputy Owner/Plan Maintainer: TIH  

Risk Description Potential Triggers of the Risk Current Mitigation 

Significant loss of key staff which has a potential 
to affect some or all of THA daily routine 
 
 

Pandemic, significant illness, strike, weather, 
transport problems 
 

• Agency arrangements/temporary staff 

• Early detection of possible severe 
weather/transport problems/strike 

• Cover arrangement system 

• Full access by each member of the SLT to all 
staff telephone numbers 

• School Closure Procedure in place (risk 
assessment based) and communicated to key 
staff during the year. 

• Experienced leadership team 

• Use of Occupational Health Services via EPM 

• Monitoring of staff absence 
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3.2 Response Plan: 
 
 Action Timing/Priority Responsible Tick when 

complete 
 Actions required in the event of a significant loss of key staff    

1 Teaching staff contact absence line to say cannot get to school/not coming to school – information 
gathered by School Absence coordinator. 

High TIH  

2 Cover to keep a record of non-attendance of non-teaching staff High TIH  
3 • Headteacher to define minimum staffing requirements and decide on cover 

needs/groupings/timetable 
• Consider priority groups for teacher, e.g. examination years and vulnerable children 
• Ensure necessary staffing for public examinations 

High TIH  

4 Cover to contact agency staff with staffing requirements – book if meet minimum requirements to 
agency list. Number one should be the health agency – in the event of a pandemic. 

High TIH  

5 If minimum requirements cannot be met Headteacher to decide on necessary action High HUT  
6 Contact the relevant Health Agency if there is any kind of notifiable illness, e.g. swine flu Medium TIH  
7 Headteacher to advise Chair of the Trust Board Medium HUT  
8 Implement communications strategy to inform all staff, students and parents of any changes in 

arrangement: 
• Update website 
• Inform parents via email system/text message system 
• Inform staff via email system (if available) 
• Change the voicemail message on the main reception (IT Manager) 
• Notice on gate outlining changes 
• Staff phone chain to be implemented 

 
Medium 

HUT 
MAJ 

 

9 Headteacher to liaise with the media Medium HUT  
10 Reminder to staff on procedure for dealing with enquiries, e.g. from the media and parents Medium HUT  
11 If necessary identify if alternative teaching provision, e.g. on-line learning Medium TIH  
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3.3 Loss of IT/Loss of Phones 
 

Owner: HUT Deputy Owner/Plan Maintainer: MAJ  

Risk Description Potential Triggers of the Risk Current Mitigation 

Loss of IT/Loss of Phones 
 

Malicious virus, hacking, sabotage, theft, 
fire, flood, water leak, loss of power, 
internet failure, failure of air conditioning 
unit, hardware/network switch failure, 
road works cutting cable, software 
failure. 
Server room failure. 

• Backups daily during the evenings 

• ICT Systems Manager has remote access to all servers. 

• Virus scanning software – System Center Endpoint Protection. 

• Members of SLT have personal mobile phones; 1 mobile phone for trips – 
This is stored in the finance area - 07595616960. 

• Maintenance contracts/warranties in place for hardware. Hardware 
warranty renewed summer 2018 – Toucan Computing. The warranty covers 
all the switches, two host services, backup service and SAN controller. This 
is a 1 year warranty that is to be renewed yearly.  

• Auto shut down in the event of hardware overheating.  

• Back-up battery power supply - UPS (Uninterrupted Power Supply) - 3/4 
hours back up in event of power outage. 

• Maintenance contract in place for phone system. 
Voice On Data look after our phone system - support@telecentric.co.uk 

• Firewall in place (Smoothwall) – support@smoothwall.com 

• LGFL 1GB broadband – 020 82 55 55 55 – Option 3. DfE NO: 3126906 
The 2 host servers are located in the ground floor comms room. The back-
up server is located in LAH. It is in the cupboard on the left as you go in the 
main door opposite the Medical room, just before you enter reception. 
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3.3 (IT systems and services) Response Plan: 
 

 Critical IT systems and services for The Academy 
• SIMS 
• Internet 
• Email 
• Telephone 
• Access to the building control 
• Services and network 

   

 Action Timing/Priority Responsible Tick when 
complete 

 Actions required in the event of a loss of IT services    
1 ICT Systems Manager to be notified – verbally of incident/or identifies a problem through system 

alerts 
High MAJ  

2 ICT Systems Manager undertakes local assessment of incident and options for recovery High MAJ  
3 Initiate ICT Disaster Recovery Plan – see ‘Appendix ICT’ below  High MAJ  
4 ICT Systems Manager to communicate with Colwyn Technology regarding servers 02392 322 500 

to assess the problem and how long the system will be down/anticipated recovery time 
High MAJ  

5 ICT Systems Manager to deal with the issue and find appropriate solution, e.g. could mean 
external contractors supports 

High MAJ  

6 Notify other staff by phone, face to face, student runners High MAJ  
7 Implement other manual procedures as required (e.g. am and pm registration/attendance, revert 

to hard copy student information, communication via pigeon holes, teaching). Issue appropriate 
stationery and whiteboard equipment to support manual systems. 

High SLT  

8 InTouch and website to be used to communicate ICT problem to parents Medium ELE 
MAJ 

 

9 ICT Systems Manager to regularly liaise with Headteacher and Deputy Headteacher depending on 
severity. 

Medium MAJ  

10 Once IT backed up and running, ICT Systems Manager would assess the situation, feedback any 
improvements to the Headteacher and then update the SLT. 

Medium MAJ  
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3.3 (Loss of phones) Response Plan: 
 

 Action Timing/Priority Responsible Tick when 
complete 

 Actions required in the event of a loss of phones    
1 ICT Manager to be notified of incident/or identifies a problem through system alerts  High MAJ  
2 ICT Manager to assess the situation e.g. power or phone system High MAJ  
3 If a System fault the ICT Systems Manager to call the engineers ‘Voice on Data handle’ phones 

08454667711 
Voice on Data handle all of the phones and the handsets. However, our phone line is supplied by 
Gamma. There has been occasions where the phone system has stopped working externally due 
to a fault with the line. In which case, Gamma deal with this. Gamma’s contact telephone number 
is 03330140000 

High MAJ  

4 Inform parents via email, InTouch, or text message. Publicise the fault on THA website. High MAJ  
5 Headteacher’s school phone and school mobiles to be used as required until the problem is 

resolved. Mobile numbers to be communicated on The Academy website by ICT System Manager. 
High MAJ  

6 ICT System \Manager to undertake regular review of the situation. To be communicated with the 
Headteacher and Deputy Headteacher who then can update other staff as required. 

Medium MAJ  
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3.4 Health Incident 
 

Owner: HUT Deputy Owner/Plan Maintainer: CAF 

Risk Description Potential Triggers of the 
Risk 

Current Mitigation 

Health Incident 
 

Legionella, meningitis, TB, 
other virus, food poisoning 
Significant epidemic or 
pandemic > see CV-19 RA 

Examples: 

• Regular (monthly) Legionella checks 

• Protocols for general medical care, head injuries, allergies, etc. 

• Absence monitoring (both teaching and support) 

• Information from the Local Authority regarding any health incidents and how to deal with them. 

• Medical room recording system for students  

 
 
3.4 Response Plan: 
 

 Action Timing/Priority Responsible Tick when 
complete 

 Actions required in the event of a health incident occurring    
1 Headteacher, Deputy Headteacher or Welfare/DSL would initiate first actions. 

 
High HUT/CAF/ 

RBO/PEC 
 

2 Headteacher to be informed of all significant health incidents in person/by phone/via email High HUT  
3 SLT to have an emergency meeting – as part of the meeting they will consider any student/staff 

underlying health issues. 
High SLT  

4 SLT to liaise with emergency services or relevant authorities and assess impact of the health 
incident. 
Include reporting of relevant incidents to the HSE. 

High SLT  

5 SLT to determine appropriate strategy in liaison with the relevant health authorities. High SLT  
6 Consider changes to operational procedures to mitigate any risks. High SLT  
7 Communicate agreed message with staff, students and parents: 

• Update website 
• Inform parents via InTouch 
• Inform staff via email system (if available) 
• Change the voicemail message on the main reception 
• Notice on gate outlining changes 
• Staff phone chain to be implemented. 

High HUT  
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3.5 Significant Incident on or off site 
 

 

Owner: HUT Deputy Owner/Plan Maintainer: BHD  

Risk Description Potential Triggers of the Risk Current Mitigation 

Significant incident on or 
offsite 
 

i) Fire 
ii) Terrorist incident/violent intruder/Fire 

arm or weapon 
iii) Critical incident involving transport 
iv) Student/staff fatality on site 
v) Critical incidents relating to school trips 
 

• Regular fire drills and fire alarm checks 

• Evacuation and Invacuation procedures shared with staff once a 
year 

• School Trip procedure  

• SLT duty rota 

• Liaison with Safer Schools Officer 

• Risk assessment (for trips, the site and individual students) 

• Sufficient staff with emergency first aid training: 
o Lucille Esson – second floor/science 
o Carol Pertl – ground floor/welfare 
o Emma Ellis - Reception 
o Trevor Chidgey – Site Manager  
o Ricky Ball – Sport/fixtures  
o Kurtt Martin – Technology/Pastoral 
o Phil Gridelet – Sport 
o Charlotte Sleet – Art/Food tech 

• Security systems (locked premises through the day) 

• Panic Button in place in main reception 

• Staff on duty at the end of the day and in the local community 

• Enhanced DBS checks 

• ID badges for staff, Sixth Forms, visitors signing in process 

• Safeguarding procedure for leasing/lets through Schools Plus 

• Members of staff on break and lunchtime duty 
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3.5 (i) Response Plan: Fire 
 

 Action Timing/Priority Responsible Tick when 
complete 

 Actions required in the event of a fire occurring    
1 Headteacher, Deputy Headteacher or H&S Manager initiate first actions. High HUT/CAF/TIH/BHD  
2 Headteacher, Deputy Headteacher or H&S Manager to liaise with emergency services. High HUT/CAF/TIH/BHD  
3 Fire wardens to oversee agreed fire procedures High Wardens  
4 Full evacuation of the building upon hearing loud continuous alarm.   High HUT, SLT, wardens  
5 Registration of all students and staff at the safety meeting point(green opposite the Academy) High CAF and pastoral 

team 
 

6 Communication in the event of school closure due to fire: 
• Inform parents via InTouch 
• Inform staff via email system (if available) or phone chain 
• Change the voicemail message on the main reception 

Medium HUT  
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3.5 (ii) Response Plan: Terrorist incident/violent intruder/Fire arm or weapon 
 

 Action Timing/Priority Responsible Tick when 
complete 

 Actions required in the event of a Terrorist incident/violent intruder/Fire arm or weapon    
1 Headteacher, Deputy Headteacher would initiate first actions. High HUT/CAF/TIH  
2 Headteacher to be informed directly of any significant injuries or risk to staff/students  High HUT  
3 Evacuation/Invacuation procedures triggered in line with drills and level of alarm raised: 

Evacuation – Safer to leave the building (e.g. bomb threat) 
Commence the evacuation of students in an orderly way following fire alarm procedures. 
Evacuate to the front of The Harefield Academy on the green. Police on arrival will take over the 
situation. 
Invacuation– Safer to stay in the building (e.g. intruder/fire arm) 
Lockdown procedure commences. Lockdown alarm to be activated if possible. 
Cover from Gun Fire: Substantial brick work or concrete Engine blocks of motor vehicles Base 
of large living trees, Earth banks/hills/mounds 
Cover from view: Internal partition walls, Car doors, Behind furniture in rooms, not in line of 
sight of glass window in door. 

High HUT/CAF/TIH/BHD  

 Bomb Threat by phone: The phone recipient to complete incoming phone call form Phone 
recording sheet to be given to the Police and Headteacher 
Suspicious Package: Clear the area immediately, Do not touch letter/package, Do not put 
letter or package into anything including water. Do not put anything on top of it. Do not use 
mobile phones in vicinity of package 
If biological or chemical package is suspected: Do not touch package, leave in situ  
Shut windows or doors in the room. Leave the room. Keep separated from others to avoid 
contamination. Ask site team to switch off the ventilation/air conditioning system.  Keep all 
persons exposed to the material separate from others and available for medical attention 

 ELE/LOD/MCG  

4 Headteacher or DHT or H&S Manager to liaise with emergency services or relevant 
authorities without delay. Any contamination with chemical/biological weapons/substances 
requires immediate liaison with paramedics. 

High HUT/CAF/TIH/BHD  

5 Managing communication during and after threat: 
• Update website 
• Inform parents via InTouch 
• Inform staff via email system (if available) 
• Change the voicemail message on the main reception 
• Notice on gate outlining situation 

Medium HUT  
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• Staff phone chain to be implemented. 
 
 
3.5 (iii) Response Plan: Critical incident involving Transport 
 

 Action Timing/Priority Responsible Tick when 
complete 

 Actions required in the event of a Critical incident involving transport    
1 Headteacher, Deputy Headteacher would initiate first actions. High HUT/CAF/TIH  
2 Headteacher to be informed of all significant health incidents in person/by phone/via email High HUT  
3 SLT to have an emergency meeting to distribute responsibilities and manage communications High SLT  
4 SLT to liaise with emergency services or relevant authorities and assess impact of the incident. High SLT  
5 HUT to deploy SLT to location of incident if practical and appropriate  High HUT/SLT  
6 Communicate agreed message with staff, students and parents: 

• Update website 
• Inform parents via InTouch 
• Inform staff via email system and if possible face to face communication 
• Change the voicemail message on the main reception 

High HUT  
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3.5 (iv) Response Plan:  Student/Staff fatality 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 Action Timing/Priority Responsible Tick when 
complete 

 Actions required in the event of a Critical incident involving transport    
1 Headteacher, Deputy Headteacher would initiate first actions. 

 
High HUT/CAF/TIH  

2 SLT to have an emergency meeting to strategise communication strategy and counselling 
needs. 

High SLT  

3 Headteacher to liaise with emergency services and relevant authorities  High HUT  
4 Consider changes to operational procedures to mitigate any risks. High SLT  
7 Communicate agreed message with staff, students and parents: 

• Inform staff via face to face meeting 
• Phone contact as needed with those immediately affected 
• Written contact to advise all families if/as needed 

Medium HUT  
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3.5 (v) Response Plan: Critical Incident relating to school trip 
 Action Timing/Priority Responsible Tick when 

complete 
 Actions required in the event of a Critical incident involving transport    

1 Headteacher, Deputy Headteacher would initiate first actions. 
 

High HUT/CAF/TIH  

2 Headteacher to be informed of critical incident by trip lead/SLT trip link High Trip lead/SLT 
link 

 

3 SLT to have an emergency meeting to strategise High SLT  
4 Headteacher to liaise with emergency services and as necessary foreign office if abroad. High HUT  
5 ACTIONS WITHIN HOURS 

Media contact with the London Borough of Hillingdon media department. All staff to be made 
aware of the importance that only the Headteacher should talk to the press. 
Incident Management Team will: 
 

Have prepared a factual statement including actions being taken and considered procedures 
for contacting and sharing information. 
Make contact with Parents 

• Quick 

• Sensitive 

• Putting a school contact number on the THA website 

• Recorded Message for the telephone, if appropriate. 
Informing Staff 

• Factual details – update as required 

• Refer to support groups if in doubt 

• Medium of all communication to be agreed 

Informing Students 

• Year groups 

• Classes 

• Small Groups 

• Individuals 

• As necessary and agreed with a member of SLT 

• Medium of all communication to be agreed 

• Liaison with Police if serious injury or Death 

• Possibility accompanying police in informing parents/carers. 

High HUT  
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Appendix 1 - Responding to critical incidents relating to school trips: Further guidance and 
templates 
 

In the event of a critical incident on a school trip, this document provides a set of procedures to be followed 
based on the Business Continuity Plan Procedures. 
 

These procedures are to be reviewed annually by SLT and shared with staff. 
 
The Academy to maintain an up-to-date list of emergency contacts for students, staff and SLT. In case of 
internal failure please use remote access. 
 

The SLT contact for a trip to have access to this sheet of information. They should have access to The 
Academy portal and also a copied sheet of contact numbers for parents and carers. If the SLT contact point is 
away from home the details should be quickly accessible in case of an emergency. 
 

All the paperwork, including contact details must have been received by the SLT contact at least 24 hours 
prior to the commencement of the trip. If not the Business Manager to be informed to follow up alongside 
the SLT contact. 
 
The SLT contact receives the information and gathers full details of the incident. 
 
If an Academy trip, the Party Leader should be following the emergency protocol procedures. 
 

Name and Role Mobile  Work Extension 

Tash Hurtado, Headteacher 07837 851001 7851 

Fiona Carey, DHT 07949 491396 7961 

Helen Timmins, DHT 07971 255162 7917 

Paula Monaghan, AHT 07922 996926 7918 

Natalie King, AHT 07912 683307 7878 
 

Headteacher or Deputy Headteacher to contact Chair of the Trust Board if required 
 

Jared Martin 07974 298340 ICT Support Manager 

Karen Raper 
Trudy White 
Ria Booker 
Nicola Sweeney 

Student Managers 

Ria Booker 
Fiona Carey 

DSL 

Site Manager, Trevor Chidgey  07917417014  

 
Headteacher or Deputy Headteacher convenes the Incident Management Team which in the first instance 
comprises of the SLT. 
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CHECKLIST FOR SLT CONTACT TO GATHER INFORMATION 
 

Gather Information Y/N Date Time Initials 

If a visit, checking the Visit Leader has followed procedures on 
Emergency Card EV7. 

    

What happened?     

Where and then the incident took place.     

Whether there is still continuing risk/danger?     

If the incident happened off-site, what help is required from The 
Academy? 

    

The number and names of those injured and the extent of their 
injuries. 

    

The current location of those injured and the name and contact 
number of an adult present. 

    

The location of children who were involved but not injured, plus 
the name and contact number of an adult present. 

    

The name and contact number of an adult at the incident site (if 
offsite) 

    

Assess continuing risk. Is it likely that further injuries or damage 
may occur? 

    

Contact the appropriate emergency services.     

Ensure that any immediate action to protect people or property 
does not give rise to further risk. 

    

Contact families as appropriate?     

Inform Trustees?     

Call a debriefing meeting of staff involved in the crisis?     

Set up strategies for dealing with enquiries?     

Contact the communications office?     

Arrange for SLT to meet key personnel?     

Decide on the need to involve outside agencies and contact as 
necessary? 

    

Call a staff meeting to give information?     

Identify high risk students and staff and consider need for 
counselling support? 
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The Harefield Academy 

 

Emergency Card 

 

This information must remain with the Party Leader at all times on a visit 

 

Print off and keep on person. 
 

The Harefield Academy, Northwood Way, Harefield, Uxbridge, Middlesex, UB9 6ET 

 

Main Reception: 01895 822 108 

 

SLT Emergency Contact – Name: 
 

Insurance Details: 

 
 

Telephone Number: 
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Zurich Municipal 
Policy Number KSC  
242095 3093 
Helpline 0117 934 2116 
 

 

-----------------------------------------------------------------------------------------------------------------------------
--- 

 
What to do if involved in a significant incident or accident that does not involve 
serious injury or fatality or is not likely to attract media attention 

 
Party Leader should seek advice from the SLT designated point of contact (out of 
hours) or any member of SLT (during school hours).  

-------------------------------------------------------------------------------------------------------------------------------- 
 

What to do if involved in a significant incident or accident that does involve serious 
injury or fatality or is likely to attract media attention. 
Assess the situation 

 
Safeguard uninjured members of the group including self 

 
Dial the emergency services 999 or if abroad Europe 112, North 
America 911 Attend to any casualties 

 
In all circumstances try to manage use of phones by students to avoid panic. 
 
SLT contact numbers 
 

Name and Role Mobile No Work Extension 

Tash Hurtado, Headteacher 07837 851001 7851 

Fiona Carey, Deputy Headteacher 07949 491396 7961 

Helen Timmins, Deputy Headteacher 07971 255162 7917 

Paula Monaghan, Assistant Headteacher Inclusion 07922 996926 7918 

Natalie King, Assistant Headteacher 07912 683307 7878 
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Appendix 2 - ICT Disaster Recovery Plan 

 

To be reviewed annually 

 

This policy sets out to ensure that the ICT Department is equipped and prepared to respond to 
any potential disaster which may negatively impact the data integrity and/or computer 
hardware of The Academy. 

 

1. What potential crisis does the ICT department face? 
 
- Flooding on one of the server rooms or IT suites 

 
- Fire damage to one of the server rooms or IT suites. 

 
- Destruction/vandalism theft of servers or network infrastructure. 

 
- New virus/Trojan/hack attempt in to The Harefield Academy 

 
- Road or air traffic accident involving The Academy building 

 
- Natural Disaster in the local area 

 
- Civil disturbances and terrorism 

 
- Death or serious injuries of ICT staff 

 
- Faulty hardware/software 

 
2. What strategies are there in place for dealing with a crisis? 

 
It is impossible to plan precisely for the unexpected, when there may be a number of possibilities 
requiring any number of responses. The range of strategies listed below are designed to be 
adapted according to an individual situation and should be thought of as guidelines only. 

 

3. Procedures in place to minimise the effects of a crisis 
 
- Backups of all Academy data created on a nightly basis and stored in the Lord Adonis House 
server room which is a different physical building to the main school servers. This consists of a HP 
30TB Backup server fibre linked into the main school using Veeam software. This arrangement 
will continue until a transition to Cloud storage. 

 
- Perform data restorations once a term to highlight any integrity issues. 

 
- A sealed document with all administrator passwords, contact numbers, responsibilities held 
by the IT Manager and Headteacher. 

 
- Air conditioning in all server rooms to help prevent hardware failure through overheating. 

 
- Virus database updates run every night to ensure maximum protection. 

 
- All servers have regular maintenance checks to test for data and hardware integrity problems. 

 
- Uninterruptable power supplies (UPS) and surge protection (SPs) sockets are connected to all 
servers in the event of power failure. 

 
 
 



 

 
4. What will happen during a crisis? In the event of a crisis that affects the servers or network 
infrastructure, the Incident Management Team will contact the IT Manager. The IT Manager will have a 
number of tasks to attend to: 

 

- Initiate emergency procedures relative to disaster 
 
- Either attend The Academy site or use other facilities ‘off-site’ if The Academy is unfit for occupation. 

 
- Gather as much accurate information as possible regarding the current state of the network and servers, 
both physically and virtually. 

 
- Inform all staff of the extent of the situation when appropriate. 

 
- Organise the involvement of specialist services where necessary, e.g. hardware vendors, networking 
services, etc. 

 
- The Headteacher and Chair of the Trust Board have the authority to make additional expenditure during 
the initial recovery period, without it going through the usual channels. 

 
- The Academy will only be closed as a last resort. If it is closed, the Headteacher will make arrangements 
for the normal timetable to be resumed as quickly as possible and communicate all arrangements to staff, 
parents and students. 

 
- The IT Manager will be left free to deal with the work involved directly with the disaster and will not be 
continuing his usual duties until the IT system is running properly. 

 

5. What will happen after a crisis? 
 
- Records will be kept on the disaster in order to maintain provision in the longer term. 

 
- Meetings will be held to help understand more about what happened and how to improve our response 
in future. 

 
- The ICT Disaster Recovery Plan will be updated with any new information gained from the disaster. 

 

6. Responding to a crisis? 
 

The IT Manager and Headteacher to decide on priorities and gather information on the crisis. 
 

Contacts 
 

Smoothwall support number is: 0800 5999 041.  
http://10.1.0.2:81/cgi-bin/login.cgi?%2Fcgi-bin%2Findex.cgi 
username: admin 
Password: Novatech+999 
 
LGFL Helpdesk number is: 02082555555 – Option 3 
DfE number: 3126906 
 
Colwyn Technologies 
Helpdesk@colwyn.tech 
01248 675800 - option 1 
 
Suhayl Tariq 
suhayl.tariq@colwyn.tech 
07866613683 
 
Colin Fear: 
colin.fear@colwyn.tech 
07595 565 770 

http://10.1.0.2:81/cgi-bin/login.cgi?%2Fcgi-bin%2Findex.cgi
mailto:Helpdesk@colwyn.tech
mailto:suhayl.tariq@colwyn.tech
mailto:colin.fear@colwyn.tech


 

 
Ray Luke: 
ray.luke@colwyn.tech 
07906063102 
Voice On Data (handle all of our phone support) 
08454667711 – Call this number if the phones go down or not working correctly. I have emailed them and got 
both your names added to the permission list. 
 
support@telecentric.co.uk 
 
Konica (Any printer problems) 
Dean Ruddy – 07801466630 (Account manager for Harefield) 

 
Remote Support Solution  
 

Remote Access 

• Centrastage installed on 1 x  Server 

• The IT Manager to control Centrastage access by enabling or disabling (i.e. turning access on or off) 

• When Centrastage access is enabled, Colwyn can only gain remote access using unique credentials for 
each support engineer  

• With Centrastage enabled and unique credentials for each support engineer, then there will be a 
complete audit trail of who did what and when. 

 
On-Site emergency Access 

• The School to maintain a secure and up to date record, accessible by a min of two nominated staff, of 
the following: 

o System Passwords & Log in details including:  
▪ Domain Admin 
▪ Local Service Accounts 
▪ SQL SA passwords 
▪ Switch configuration, username and passwords 
▪ Wireless controller 
▪ Router configuration, username and password 
▪ Any website used by Harefield Academy 
▪ Smoothwall username and password 

o Third Party  
▪ Service Passwords and Log in details e.g. LGFL 
▪ Authority – Colwyn Technology have 3rd party authority   

o All relevant license, warranty and support details 
o Any other Key contact details 
o All certificates and their expiration dates 

 
Remote Support & Access - Process when the IT Manager is on-site 
 

• In the event of support being required – the IT Manager will log a service request on the Colwyn service 
desk 

• IT Manager to grant remote access to the Harefield Systems i.e. enable (turn on) Centrastage 

• Colwyn nominated support engineer will access Harefield Systems remotely and support as required 

• Colwyn nominated support engineer will record support activities in the Colwyn help desk system 

• When the support session is closed the IT Manager can disable (turn off) Centrastage 
 
 
Remote Support & Access - Suggested Process for when the IT Manager is NOT on-site or available 
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• Wherever possible a Min of 5 working days’ notice to be provided informing the Colwyn Service desk of 
period of absence 

• Prior to period of absence IT Manager to enable Centrastage and inform the Colwyn Service desk that 
he has done this 

• In the event of support being required - HUT or a nominated Staff member will log a service request on 
the Colwyn service desk 

• Colwyn nominated support engineer will access Harefield Systems remotely and support as required 

• Colwyn nominated support engineer will record support activities in the Colwyn help desk system 

• When the IT Manager returns from absence he can disable (turn off) Centrastage 
 
 
 
On site emergency Support - Suggested Process for when the IT Manager is NOT on-site or available 
 

• In the event of on-site emergency support being required - HUT or  a nominated staff member will  
o log a service request on the Colwyn service desk. 
o provide access to the system passwords and third party information etc. as detailed above 

• The Colwyn nominated support engineer will attend site and access Harefield Systems using his or her 
own unique credentials so that there is a complete audit trail  

• Colwyn nominated support engineer will record support activities in the Colwyn help desk system which 
will be accessible to the IT Manager on his return. 
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Appendix 3 - GDPR  
 
Breach of Data due to Loss of IT  
 

• The GDPR introduces a duty on all organisations to report certain types of personal data breach to the 
relevant supervisory authority. You must do this within 72 hours of becoming aware of the breach, where 
feasible. 

• If the breach is likely to result in a high risk of adversely affecting individuals’ rights and freedoms, you must 
also inform those individuals without undue delay. 

• You should ensure you have a robust breach detection, investigation and internal reporting procedures in 
place. This will facilitate decision-making about whether or not you need to notify the relevant supervisory 
authority and the affected individuals. 

• You must keep a record of any personal data breaches, regardless of whether you are required to notify. 
Document all breaches, even if they do not all need to be reported. 

• DPO- Helen Howley 
  

39 



 

 

Appendix 4 - Key Documents 
 

Document or File 
Name 

Location Format Document Owner 

Business Continuity 
Plans 

Headteacher’s office, SLT to 
have a copy in school and at 
home 

Electronic and hard 
copy 

HUT 

Asset Register Finance office Electronic and hard 
copy 

HUT 
 

Fixed Asset Register Finance office Electronic and hard 
copy 

HUT 

Insurance Documents Finance office 
Staff 
shared/finance/contracts/RPI 
or under Zurich 

Electronic and hard 
copy 

HUT 

Personnel 
information: 
Students 
Staff 

SIMS and HR files Electronic and hard 
copy 

Students – CAF 
Staff – HUT 

Site Drawings Site Manager office Electronic and hard 
copy 

CHT 

ICT Network plans ICT office Electronic and hard 
copy 

MAJ 

COSHH Register Full details of chemicals for 
science kept in science lab 

 Ruislip Fire Brigade 
Copy Science 
technician 
On line COSHH 

Key legal and financial 
documents 

Finance office 
Staff shared/finance 
contracts 

Electronic HUT 
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Appendix 5 - THA Emergency Procedures  
 

Security 
 

Staff Present (1st 
contact) 

Reception Staff Head Teacher with site team 
 

All Staff 

Ensure safety of all 
students, staff and 
visitors and inform 

Reception 
immediately. 

 
 

Inform Head Teacher 
& Finance/Business 

manager. 
 

Move to Radio 
frequency 1 until all 

key staff aware. 
 

Contact emergency services (999) including 
police, ambulance and fire if required. 

Assess the situation and decide on immediate 
action required: 

 

• Invacuation 

• Evacuation  

• Evacuation via deviated route 
 

Move to radio frequency 1 
 

Initiate the school’s Emergency Situation Protocol 
or Emergency Evacuation Procedures. 

 
Implement the School’s Business Continuity Plan 
where relevant with incident management team. 
 
Inform Network Manager to move to frequency 1 

and to ensure reliability of email systems 

Follow the school’s 
emergency evacuation 
procedures displayed 

in every room 
depending on role. 

 
Or 

 
Follow the school’s 

Emergency Situation 
Protocol upon the 
receiving an alarm 

and/or coded warning. 
 

Continue to check 
emails for updated 

instructions and 
follow. 

 

 

Gas leak 

 
Staff Present Reception 

Staff 
Site Team Head Teacher 

 
All Staff 

Extinguish all 
naked flames, do 

not switch 
on/off any 
electrical 

appliances 
including light 

switches. 
 

Ensure safety of 
all students, 

staff and visitors 
and inform 
Reception. 

 
 

Inform Site 
Team & 

Headteacher. 
 

Isolate the supply – turn off the master switch 
if possible. 

 
Do not use radios whilst in area of leak 

 
Phone gas leak emergency number: 

0800 111 999 
 

Contact emergency services (999) including 
ambulance and fire if required. 

 
Open windows and doors to increase 

ventilation. 
 

Secure the area to prevent anyone from 
entering it. 

 
Contact Arcadis 

0845 070 6199 to arrange a gas engineer if not 
a significant leak. 

 

Initiate school 
emergency 
evacuation. 

 
Ensure refuge area is 

safe; plan for 
evacuation to more 
suitable location if 

necessary. 
 

Implement the 
School’s Business 

Continuity Plan where 
relevant with incident 

management team. 

Follow the 
school’s 

emergency 
evacuation 
procedures 
displayed in 
every room 

depending on 
role. 
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Appendix 6 - THA Emergency Response Procedures  
 

BOMB THREAT 

 
By phone: 

1. Stay calm 

2. Notify police (999) and headteacher as soon as possible/safe 

3. If on reception and/or taking the call, fill in details sheet (see Appendix 1) 

4. Headteacher will decide whether to sound the alert and tell staff to evacuate to the 

Harefield Village Green 

 
In person: 

1. Stay calm 

2. Notify police (999) and headteacher as soon as possible/safe 

3. Record details of bomb threat as soon as possible/safe 

4. Headteacher will decide whether to sound the alert and tell staff to evacuate off site to the 

Harefield Village Green 

 
 
SUSPICIOUS PACKAGE 
 
The likelihood of a school receiving a postal bomb or suspected biological/ chemical package 

is very low; we should however be aware of the immediate steps to be taken if they receive 

a suspicious package, or come into contact with a biological or chemical substance.  

  
Postal bombs or biological/chemical packages may display any of the following signs:  

• Grease marks or oily stains on the envelope or wrapping  

• An unusual odour including (but not restricted to) almonds, ammonia or marzipan  

• Discolouration, crystals on surface or any powder-like residue on the envelope or wrapping 

(suspect biological/ chemical threat)  

• Visible wiring or tin foil  

• The envelope or package may feel very heavy for its size  

• The weight distribution may be uneven  

• Delivery by hand from an unknown source or posted from an unusual place  

• If a package, it may have excessive wrapping  

• There may be poor hand writing, spelling or typing  

• It may be wrongly addressed, or come from an unexpected source  

• No return address or postmark that does not match the return address  

• There may be too many stamps for the weight of the package  

 
If you suspect that a letter or package may contain a bomb:  

1. Stay calm  

2. Put the letter/package down gently and walk away from it  

3. Do not put the letter or package into anything (including water) and do not put anything on top 

of it  

4. Ask everyone to leave the area (including nearby classes if necessary)  

5. Notify the police and headteacher immediately 

6. Headteacher will decide whether to sound the alert and tell staff to evacuate off site to the 

Harefield Village Green 

7. Do NOT use mobile phones or sound the alarm using the break glass call points as this may 

activate the bomb 
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If you suspect that a letter or package may contain a chemical or biological threat:  

 

1. Stay calm  

2. Do not touch the package, leave it where it is  

3. Shut windows and doors in the room and leave the room, but keep yourself separate from 

others (to avoid contamination) 

4. Notify the police and Headteacher immediately 

5. Headteacher will liaise with police and decide whether to evacuate the building, assigning 

staff to keep/direct people away from the contaminated room 

6. The Health and Safety/Business Manager will ensure that any air conditioning system in the 

building has been turned off, and that all doors (including internal fire doors) and windows 

have been closed 

7. Keep all persons exposed to the material separate from others and available for medical 

attention  

8. Anyone experiencing symptoms of chemical exposure (e.g. streaming eyes, coughs and 

irritated skin) should seek medical attention immediately; avoid touching their eyes, nose 

and any other part of their body and wash their hands in ordinary soap and water 

 
FIREARMS/WEAPON ON SITE 
 
If you see anyone with firearms or weapons on site, ensure you and the students: 

 
Run to a place of safety. This is a far better option than to surrender or negotiate. If 
there’s nowhere to go, then … 
 
 
 
 
It’s better to hide than to confront. Remember to turn your phone to silent and turn off 
vibrate. Barricade yourself in if you can, take cover, e.g. behind a wall, and try and keep 
out of sight. Then finally and only when it is safe to do so … 
 
 
 
Tell the police by calling 999.  
 

 
The headteacher will liaise with police regarding whether to invacuate or evacuate. 
Armed police may respond and take charge of the incident, so follow all their instructions. 
The alert for a firearm/intruder/weapon on site will be a sims pop up coded message, 
communication via radio channel 9, SLT WhatsApp group message. 
 
FIREARMS/WEAPON INCIDENT OUTSIDE SCHOOL 
 
In the event of a firearms/weapon incident outside the school is reported: 

1. The police will be contacted immediately by dialling 999. 

2. The headteacher will instruct site staff and reception to lock all external doors. Staff and 

students will be able to move freely around the building but will not be allowed off site until 

the all clear.  
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APPENDIX 7 – ACTION TO BE TAKEN ON RECEIPT OF A TELEPHONE BOMB WARNING   
A copy of this to be kept on reception desk at all times 

  
Stay calm and show colleague 
the card which states 
“Malicious threat – dial 999 
and inform headteacher” 

 

Switch on voice recorder if 
possible 

 

Record the exact wording of 
the threat 

 
 

 

If possible/appropriate, ask 

these questions: 

• Where is the bomb right now? 

• When is it going to explode? 

• What does it look like? 

• What kind of bomb is it? 

• What will cause it to explode? 

• Did you place the bomb? Why? 

• What is your name, address, 
telephone number?  

 

At end of call, record number 

on display or dial 1471  

 

After the call, record: 
Time and date of the call: 

Length of the call: 

Extension no. where call received: 

 

Sex of caller – male or 
female? 

 

Accent?  

Age?  

Was the caller reading the 

message?  Yes/No 

 

Any other details about the 
caller’s voice? 

 

Any background noises?  

 

Your name: ………………………………………….     

 

Date…………………………. 

 

On completion hand form to headteacher or police if they arrive first 
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APPENDIX 8 – EMERGENCY ALERT SUMMARY 

 
 

THE HAREFIELD ACADEMY 
EMERGENCY ALERT SYSTEM 

Fire:  The fire alarm will sound.  Fire procedures follow 
as per drills. Emergency evacuation will follow. 
Meeting point is the green opposite the school. 

*********************************************
************* 

Intruder/Firearm/Weapon: Discreet communications 
will alert the situation: Sims code, Radio secure channel, 
Emergency SLT group message. Emergency invacuation 
will follow supported by further instructions. 

*********************************************
************* 

Bomb Threat:  The fire alarm will sound coupled by 
additional instructions.  Emergency evacuation will 
follow aligned to the fire evacuation. Meeting point is 
Harefield Village Green.  Additional instructions will be 
given where normal fire routes are to be deviated. 
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Appendix 9:  The Harefield Academy School Lockdown Policy 
 
Introduction 
 
Dynamic lockdown is the ability to quickly restrict access and egress to a site or building (or part of) 
through physical measures in response to a threat, either external or internal. The aim of lockdown 
is to prevent people moving into danger areas and preventing or restricting the attackers accessing a 
site (or part of). 
Those seeking to conduct attacks often undertake a level of planning including hostile 
reconnaissance. All opportunities to detect and deter threats at the attack planning phase must be 
taken. To mitigate threats a strong security posture through visible and effective activity is essential, 
for example by having robust staff awareness and reporting processes, efficient use of CCTV, 
deterrent communications, active security zones and being vigilant to those adults unfamiliar to 
school or acting strangely. 
All schools should have a robust and tested school lockdown procedure. Lockdown procedures are a 
sensible and proportionate response to any external or internal incident which has the potential to 
pose a threat to the safety of students and staff in the school. 
If preventing an attack has not been possible, the ability to restrict and delay the attacker(s) during 
the course of the attack and reduce the number of potential casualties can be greatly increased 
through dynamic lockdown. 
Lockdown procedures can be activated in response to any number of situations; 

• An act of Terrorism; 

• A reported incident/civil disturbance in the local community (with the potential to pose a 

risk to staff and pupils in the school); 

• An intruder on the school site (with the potential to pose a risk to staff and pupils); 

• An individual within the school (with the potential to pose risk to staff and pupils); 

• A warning being received regarding a risk locally, of air pollution (smoke plume, gas cloud 

etc); 

• A major fire in the vicinity of the school; 

Policies and plans must consider; 

• How to achieve effective full or partial lockdown 

• How to let people know what is happening 

• Staff Training 

• STAY SAFE principles 

“Stay Safe” is a short film capturing the actions that people should take in the event of a firearms or 
weapons attack. It contains the main messages of RUN > HIDE > TELL 

• The run hide tell video is on the PCC Intranet in English and Welsh:  

https://youtu.be/QUCW_mk35Xc 

 

 

Using principles of “Stay Safe” Firearms and weapons attack. 
‘Stay Safe’ principles (Run Hide Tell) gives some simple actions to consider at an incident and 
information that armed officers may need in the event of a firearms and weapons attack. Full 
guidance is contained on the NaCTSO website 
https://www.gov.uk/government/publications/recognising-the-terrorist-threat  
 

Run 
• Escape if you can. 

• Consider the safest options. 

• Is there a safe route? RUN if not HIDE. 

• Can you get there without exposing yourself to greater danger? 

• Insist others leave with you. 

• Leave belongings behind. 
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Hide 
• If you can’t RUN, HIDE. 

• Find cover from gunfire. 

• If you can see the attacker, they may be able to see you. 

• Cover from view does not mean you are safe, bullets go through glass, brick, wood and 

metal. 

• Find cover from gunfire e.g. substantial brickwork / heavy reinforced walls. 

• Be aware of your exits. 

• Try not to get trapped. 

• Be quiet, silence your phone. 

• Lock / barricade yourself in. 

• Move away from the door. 

Tell 
• Call 999 - What do the police need to know? 

• Location - Where are the suspects? 

• Direction - Where did you last see the suspects? 

• Descriptions – Describe the attacker, numbers, features, clothing, weapons etc.  

• Further information – Casualties, type of injury, building information, entrances, exits, 

hostages etc. 

• Stop other people entering the building if it is safe to do so 

In the event of an Armed Police Response 

• Follow officers’ instructions. 

• Remain calm. 

• Can you move to a safer area? 

• Avoid sudden movements that may be considered a threat. 

• Keep your hands in view. 

Be aware that Officers may 

• Point guns at you. 

• Treat you firmly. 

• Question you. 

• Be unable to distinguish you from the attacker. 

• Officers will evacuate you when it is safe to do so. 

What are the local plans? e.g. personal emergency evacuation plan. 
People know what is expected of them, their roles and responsibilities. 

 
To achieve dynamic lockdown; 

• Procedures must aim to minimise disruption to the learning environment whilst ensuring the 

safety of all pupils and staff. 

• Identify all access and egress points in both public and private areas of the site. 

• Train staff to act effectively and be made aware of their responsibilities. 

Letting people know what’s happening. 

• Evacuation alert system 

• Coded sims pop up 

• Existing internal messaging systems; text, email, staff phones etc. 

• Radios used on emergency channel 

• Word of mouth 
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Internal Lockdown 

• The code word “Dr Teniur has arrived and is waiting in location X” is to be shared via a SIMS 

pop up 

• ALL staff and pupils to stay within their class, lock all doors and secure themselves in, out of 

sight of any doors, windows where possible, blinds drawn, pupils sit quietly. If possible, hide 

under desks and stay away from windows and doors.  

• All mobile phones will be put on and remain on silent until after it is deemed safe  

• All classes to remain in their class until informed that the threat has gone by a member of 

SLT or the police. 

Policy and Procedure. 

• Policy, procedure and staff understanding to be reviewed annually. 

• Regularly test and exercise plans with staff. In testing scenarios it is advisable that 

departments and staff develop and test individual plans. In exercise scenarios for 

Lockdown or Escape it is advisable that schools do not carry out a full drill as this could 

potentially provide intelligence to those intent on hostile reconnaissance. 

• New and supply staff guidance / training to be made available. 

• Staff must be alerted to the activation of the lockdown procedure plan by the recognised 

signal audible throughout the school; 

• A coded message on audible communication systems is to be carried out. There needs to be 

an early 999 call to the police preferably from a mobile so they can contact you back. As 

appropriate, the school should establish communication with the Emergency Services as 

soon as possible; 

• Pupils who are outside of the school buildings are to be brought inside as quickly as possible. 

• Those inside the school should remain in their classrooms unless otherwise directed by staff 

or police. 

• Where safe to do so all external doors and, as necessary windows will be locked (depending 

on the circumstances, internal classroom doors may also need to be locked). 

• Once in lockdown mode, staff should notify the office/responsible staff immediately of any 

pupils not accounted for (and if safe instigate an immediate search for any missing). 

• Staff should encourage the pupils to keep calm. 

• The Local Authority must be notified via the ‘School Emergency’ phone number; In the event 

of a prolonged lockdown or more severe scenario, the Local Authority has the capacity to 

provide assistance. 

• If necessary, parents should be notified as soon as it is practicable to do so via the school’s 

established communications system; 

• Pupils will not be released to parents during a lockdown. 

• Having had their message, each teacher must know exactly what is expected of them. 

 
 

If it is necessary to evacuate the building, the fire alarm will be sounded. 
It is of vital importance that the school’s lockdown procedures are familiar to members of the senior 
leadership team, school administrators, teaching staff and non-teaching staff. To achieve this, a 
lockdown review must be undertaken at least once a year. Pupils should also be aware of the plan. 
(Regular practices will increase their familiarity). Parents too should know that the school has a 
lockdown plan, and a copy should be placed on the school’s website. 
Display necessary lockdown information in every classroom alongside information relating to fire 
drills. This information must not provide intelligence to those with hostile intent. 
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Lockdown Arrangements 
 
Partial Lockdown 
 
Alert to staff to communicate. ‘Partial lockdown’ 
This may be as a result of a reported incident / civil disturbance in the local community with the 
potential to pose a risk to staff and pupils in the school. It may also be as a result of a warning being 
received regarding the risk of air pollution, etc. 
 
Immediate action: 

• All outside activity to cease immediately, pupils and staff return to building; 

• (There is a planned means of communicating the alert to duty staff at break times) 

• All staff and pupils remain in building and external doors and windows locked; 

• Free movement may be permitted within the building dependent upon circumstances. 

All situations are different. Once all staff and pupils are safely inside, senior staff will conduct an 
ongoing and dynamic risk assessment based on advice from the school’s Health & Safety 
provider/emergency services. This can then be communicated to staff and pupils. 
‘Partial lockdown’ is a precautionary measure but puts the school in a state of readiness (whilst 
retaining a degree of normality) should the situation escalate. 
In the event of an air pollution issue, air vents can be closed (where possible) as an additional 
precaution. This means switching off the Air conditioning and Air Handling Unit. 
Emergency Services will advise as to the best course of action in respect of the prevailing threat. 
 
Full Lockdown 
 
Alert to staff: ‘Full lockdown’ 
This signifies an immediate threat to the school and may be an escalation of a partial lockdown. 
 
Immediate action: 

• All pupils return to their classroom. 

• External doors locked. Classroom doors locked (where a member of staff with key is 

present); Windows locked, blinds drawn, pupils sit quietly out of sight (e.g. under desk or 

around a corner); 

• Registers taken - the office if possible, will contact each class in turn for an attendance 

report; 

• Staff and pupils remain in lock down until it has been lifted by a senior member of SLT staff / 

emergency services. At any point during the lockdown, the fire alarm may sound which is a 

cue to evacuate the building. 

• The staff and pupils will follow the ESCAPE RUN/HIDE/TELL principles at all times. 

• During the lockdown, staff must keep agreed lines of communication open but not make 

unnecessary calls to the central office as this could delay more important communication. 

 
 
Examples of discreet communication channels: 

• Where staff have access to an internal e-mail system then they could access their account 

and await further instruction. In practical terms, staff should be familiar with accessing their 

account through a variety of means e.g. laptop, smartphone, or tablet; 

• SLT WhatsApp group. This to be used to communicate instructions via text message in an 

emergency. 

Communication between parents and the school 
School lockdown procedures, especially arrangements for communicating with parents, must be 
routinely shared with parents either by newsletter or via the school website. 
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In the event of an actual lockdown, it is strongly advised that any incident or development is 
communicated to parents as soon as is practicable. It is obvious that parents will be concerned but 
regular communication of accurate information will help. 
Parents should be given enough information about what will happen so that they: 

• Are reassured that the school understands their concern for their child’s welfare, and that it 

is doing everything possible to ensure his/her safety; 

• Not to contact the school. Calling the school could tie up telephone lines that are needed for 

contacting emergency providers; 

• Not to come to the school. They could interfere with emergency provider’s access to the 

school and may even put themselves and others in danger; 

• To wait for the school / LA or Police to contact them about when it is safe for them to come 

and collect their children, and where this will be from. 

 
The communication with the parent’s part of the plan is designed to reassure parents that the 
school understands their concern for their children’s welfare and that everything that can possibly 
be done to ensure children’s safety will be done. However, it may also be prudent to reinforce the 
message 
‘..the school is in a full lockdown situation. During this period, the switchboard and entrances will 
be un-manned, external doors locked and nobody allowed in or out…’ 
 
Emergency Services 
It is important to keep lines of communication open with Emergency Services as they are best placed 
to offer advice as a situation unfolds. The school site may or may not be cordoned off by Emergency 
Services depending on the severity of the incident that has triggered the Lockdown. Emergency 
Services will support the decision of the Headteacher regarding the timing of communication to 
parents. 
https://www.gov.uk/government/organisations/national-counter-terrorism-security-office  
For further advice and guidance please visit the NaCTSO website: www.nactso.gov.uk  
(National Counter Terrorism Security Office) 
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APPENDIX 10 - Site Plans: 

 

The entire site – see below  
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Site Plan 1 – see below  
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THA Main first floor – see below  
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THA Main second floor – see below  
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THA Floor Plan updated 2014 – see below  
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